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Abstract
Advanced and unexpected applications are recently raising new interest in Global Navigation
Satellite System (GNSS) codeless techniques that can be used, for example, for signal authentication
and spoofing detection. Moreover, the presence of a subcarrier in modern GNSS signals introduces new
challenges and opportunities. To take advantage of modern signal structures, codeless processing needs
to be modified to recover the subcarrier which can subsequently be used for signal quality monitoring. In
this paper, codeless tracking is modified for processing Binary Offset Carrier (BOC) modulated signals
where a Subcarrier Lock Loop (SLL) is used to remove the subcarrier component. The performance of
the suggested architecture is thoroughly analyzed and theoretical results are supported by Monte Carlo
simulations. An open-loop, multi-correlator codeless architecture is also proposed to monitor the BOC
subcarrier correlation function. The effectiveness of the proposed codeless framework is demonstrated
using real data collected from the Galileo IOV satellites. The analysis supports the validity of the
proposed architecture which enables quality monitoring of encrypted GNSS signals.

Index Terms
Codeless Tracking, Global Navigation Satellite Systems, GNSS, Signal Monitoring, Subcarrier
Lock Loop, SLL

I. I NTRODUCTION
Codeless and semi-codeless techniques [15], [16] have long been used to obtain measurements
from the Global Positioning System (GPS) L2 frequency when only the encrypted P(Y) code was
present. In the codeless framework, no a priori information is assumed on the Pseudo Random
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Noise (PRN) that is used to spread the spectrum of encrypted signals. The unknown code is
removed through non-linear operations such as squaring or cross-correlation with an identical
signal from another source [15], [5]. Semi-codeless techniques [16] exploit partial knowledge
of the transmitted PRN to reduce the received noise and improve tracking performance. The
P(Y) code is, for instance, given by the product of two terms: the Precision (P) code and the
W modulation. The P code is known [3] and has a higher rate than the W code. Semi-codeless
techniques use the knowledge of the P code to reduce the input noise and improve tracking
performance.
Squaring and cross-correlation codeless techniques have been recently reviewed as a form of
Maximum Likelihood Estimation (MLE) by [5] which also derived a generalization of the two
techniques. The analysis in [5] was however limited to legacy Binary Phase Shift Keying (BPSK)
signals. In this paper, the derivations provided in [5] are used as starting point for the design of
the algorithms described in the following.
Although the availability of new Global Navigation Satellite System (GNSS) Open Service (OS)
signals makes the use of codeless and semi-codeless techniques no longer required for obtaining
measurements from different frequencies, codeless and semi-codeless algorithms are finding new
and unexpected applications [11], [12]. For example, they can be used as an effective means
against spoofing attacks even in narrowband receivers not designed for processing the P(Y) signal
[11]. In addition to this, new GNSS signals are characterized by the presence of a subcarrier [4]
which requires additional processing to avoid potential biases in the delay measurements. The
subcarrier presence opens new prospectives for codeless/semi-codeless techniques that can be
used to monitor the subcarrier correlation function [6].
In this paper, codeless techniques are adapted to the Binary Offset Carrier (BOC) modulation.
In particular, a Subcarrier Lock Loop (SLL) [8] is implemented to wipe-off the BOC subcarrier
and provide a first filtering stage that reduces the input noise. The remaining unknown PRN is
removed through squaring. The performance of the proposed codeless architecture is thoroughly
analyzed and approximate expressions for the tracking jitter of the adopted codeless Phase
Lock Loop (PLL) and SLL are provided. Theoretical findings are verified using Monte Carlo
simulations and the good agreement between theoretical and simulation results supports the
validity of the developed analytical framework.
An open-loop, multi-correlator codeless architecture is also proposed for the monitoring of the
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BOC subcarrier correlation function. More specifically, a bank of codeless correlators is used to
reconstruct the subcarrier squared correlation that can be used for detecting signal distortions.
Simplifications based on the availability of OS signals broadcast jointly with the encrypted
components are then examined. Information extracted from OS signals can be used to aid codeless
tracking or implement passive processing.
The proposed codeless framework allows one to monitor the quality of encrypted GNSS signals
without requiring knowledge of the spreading code. For example, quality monitoring of the
Galileo Public Regulated Service (PRS) signals is critical in the current Galileo phase where
signals broadcast by the experimental satellites are under analysis to verify that the expected
Quality of Service (QoS) is met. The considered codeless architecture allows independent bodies
to analyze the quality of PRS components. The current work has been performed in support of
efforts at the European Commission to analyse the performance of the new Galileo satellites.
The interest in using codeless techniques arises from the much reduced cost and complexity of
codeless receivers when compared to fully PRS compatible receivers, which must be secured and
have access to the PRS decryption keys. In addition to this, codeless processing allows the use of
wideband encrypted signals as signatures for spoofing detection. For a spoofer, the generation of
wideband signals is more complex than that of broadcasting narrowband OS components. Thus,
if a GNSS receiver is not able to detect the encrypted signal, using for example the suggested
codeless approach, then it is likely under a spoofing attack. This approach is different from
the one described in [12] which requires a secured GNSS receiver for recording genuine P(Y)
signals. In [12], a spoofing attack is detected by comparing the samples from the secured GNSS
receiver with those collected by the rover receiver.
Finally, the effectiveness of the proposed codeless framework is demonstrated using real data
collected from the Galileo In-Orbit Validation (IOV) satellites. The analysis supports the validity
of the proposed architecture which enables quality monitoring of encrypted GNSS signals. It
is noted that, to the best of the authors’ knowledge, these are the first published results on the
processing of the Galileo PRS in the open literature.
This work is an extension of the conference paper [6] which did not provide any theoretical
characterization of the developed codeless techniques. Additional results obtained processing
IOV signals are also provided.
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The remainder of this paper is organized as follows. Section II introduces the signal and
system models used in the remainder of the paper whereas the developed codeless architecture
is detailed in Section III. Expressions for the tracking jitter are also provided in Section III.
Simulation results are provided in Section IV and experimental results are analyzed in Section
V. Some conclusions are finally drawn in Section VI.
II. S IGNAL AND S YSTEM M ODEL
The signal at the input of a GNSS receiver in a one-path additive Gaussian channel can be
modeled as
r(t) =

N
s −1
X

yl (t) + η(t)

(1)

l=0

which is the sum of Ns useful signals transmitted by Ns different satellites and a noise term,
η(t).
Each useful signal, yl (t) can be made of several elements:
yl (t) =

N
h −1
X

el,h (t)

(2)

h=0

where Nh is the number of transmitted components. An example of composite GNSS is the
Galileo E1 interplex [13] which is made of three components: the OS E1b/E1c signals and the
PRS E1a component.
Since all the components in (2) are broadcast by the same satellite, on the same communications
channel and at the same time, it is possible to develop processing techniques that exploit phase,
frequency and delay relationships between the different signal components.
Each term in (2) can be expressed as
el,h (t) =

p
2Cl,h dl,h (t − τ0,l ) cl,h (t − τ0,l ) cos (2π(fRF + f0,l )t + ϕl,h )

(3)

where
•

Cl,h is the power of the hth component of the lth useful signal;

•

dl,h (·) is the navigation message;

•

cl,h (·) is the pseudo-random sequence extracted from a family of quasi-orthogonal codes
and used for spreading the signal spectrum;

•

ϕl,h is phase of the hth component of the lth useful signal;
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•

τ0,l and f0,l are the delay and Doppler frequency introduced by the communications channel;
these parameters are common to all the signal components in (2);

•

fRF is the centre frequency of the GNSS signal.

It is noted that the phase ϕl,h can be different for each signal component. However, depending on
the multiplexing scheme adopted by the transmitter, constant phase relationships can be assumed.
In the Galileo E1 interplex, the E1b and E1c components are transmitted in phase with a 180
degree phase difference while the E1a signal is broadcast in quadrature with a 90 degree phase
offset.
The pseudo-random sequence, cl,h (t), is formed by several terms including a primary spreading
sequence and a subcarrier:
cl,h (t) =

+∞
X

cl,h [i mod Nc ]sb,h (t − iT ).

(4)

i=−∞

sb,h (t − iT ) is the subcarrier of duration T which determines the spectral characteristics of
the transmitted GNSS signal. The Galileo E1b/E1c signals adopt a Composite Binary-Offset
Carrier (CBOC) modulation whereas BPSK is used for the GPS L1 Coarse/Acquisition (C/A)
component. The sequence cl,h [i], of length Nc , defines the primary spreading code of the hth
component of the lth GNSS signal. It is noted that, in some cases, the sequence cl,h [i] is not
known by the receiver and codeless processing has to be employed to recover the useful signal
components.
Due to the quasi-orthogonality of the spreading codes, a GNSS receiver is able to process the
Ns useful signals independently. Thus, (1) can be simplified as
r(t) = y(t) + η(t) =

N
h −1
X

eh (t) + η(t)

(5)

h=0

where the index, l has been dropped for ease of notation. Note that, when considering codeless
processing, the code is not available and thus is it not possible to separate the different signals
on the basis of their code. However, GNSS signals are also characterized by different Doppler
frequencies. OS components can be used to determine a rough estimate of the signal Doppler
frequency and isolate the different encrypted components on the basis of their Doppler shift.
Doppler frequencies in GNSS signals are essentially determined by the satellite motion, which
is the main source of dynamics. Since GNSS satellites are characterized by different orbits, even
if at a given instants two signals were characterized by the same Doppler frequency, Doppler
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changes will quickly separate them. If long integration times are considered, it is possible to
separate signals with small Doppler frequency differences. In this way, a GNSS receiver is able
to process the different signal components independently even when codeless techniques are
considered. This principle has been exploited by legacy BPSK codeless receivers to process the
different P(Y) components [16], [15].
After down-conversion and filtering, the input signal is sampled and quantized. In the following,
the impact of quantization is neglected and, after these operations, (5) becomes:
rBB [n] = yBB (nTs ) + ηBB (nTs ) = yBB [n] + ηBB [n] =

N
h −1
X

eBB,h [n] + ηBB [n]

(6)

h=0

where the notation x[n] is used to denote a discrete time sequence sampled at the frequency
fs =

1
.
Ts

The index “BB” is used to denote a filtered signal down-converted to baseband.

In (6),
p
eBB,h [n] = Ch dh (nTs − τ0 ) ch (nTs − τ0 ) exp {j2πf0 nTs + jϕh } .

(7)

It is noted that also the different components of yBB [n] are characterized by quasi-orthogonal
codes and orthogonal subcarriers. Thus, a GNSS receiver can, in general, process the different
components of yBB [n] independently. In Section III, the codeless architecture adopted for the
processing of BOC modulated signals is detailed. A coherent integration stage is used to wipe-off
the subcarrier and reduce the noise impact. During the integration process, the components with
a subcarrier orthogonal to that of the considered signal are removed. In the case of interference
between different components, the Multiple Access Interference (MAI) cancellation approach
suggested by [5] can be adopted. In the following, the lack of mutual interference among signal
components is assumed. More specifically, a single component with unknown primary spreading
sequence is considered for the derivation of the codeless architecture described in Section III.
The presence of additional components with known codes will be exploited for aiding codeless
processing.
Under this hypothesis, (6) can be further simplified as
√
rBB [n] =

Cd (nTs − τ0 ) c (nTs − τ0 ) exp {j2πf0 nTs + jϕ} + ηBB [n]

(8)
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where the index h has been removed for ease of notation. Using the multiplicative representation
suggested by [1], (8) can be restated as
+∞
X
√
rBB [n] = CxBP SK (nTs − τ0 )
sb (nTs − iT − τ0 ) exp {j2πf0 nTs + jϕ} + ηBB [n]

(9)

i=−∞

where xBP SK [n] is a BPSK signal assuming values in {−1, 1} with equal probability and
modeling the effects of the unknown code and navigation message. xBP SK [n] is constant over
the subcarrier duration, T . In the following, the periodic repetition of the subcarrier will be
denoted as
s̃b (nTs − τ0 ) =

+∞
X

sb (nTs − iT − τ0 ).

(10)

i=−∞

III. BOC S IGNAL C ODELESS T RACKING
Using an approach similar to that adopted by [5], it is possible to show that the Maximum
Likelihood (ML) estimator for the signal parameters in (9) is given by


2 

 1 K−1
n
o
X 1 (k+1)L−1
X

rBB [n]s̃b (nTs − τ )e−j{2πfd nTs +φ} 
τ̂ , fˆd , φ̂ = arg max <
τ,fd ,φ

K
L n=kL
k=0

(11)

where L is the duration of the subcarrier in samples and K · L defines the total number of
samples available for parameter estimation. In this case, the delay, τ0 can be estimated only
modulo T , the subcarrier duration. Eq. (11) defines the ML parameter estimator when the noise
term in (9), ηBB [n], is modeled as Gaussian with independent and identically distributed (i.i.d.)
samples. It is important to note that the squaring operation in (11) is a complex squaring and
not the square magnitude. Also note that for a practical implementation, the inner summation in
(11) starts with the local subcarrier phase equal to zero. This is achieved by delaying the input
signal and selecting the appropriate integration window.
Maximization in (11) can be performed iteratively using two separate tracking loops, which are
a form of gradient descent/ascent algorithm [5]. In this paper, the architecture depicted in Fig. 1
is suggested. An SLL is used to estimate the subcarrier delay whereas a codeless PLL is adopted
to determine the residual frequency and phase errors.
The classical SLL proposed by [8] has been modified to operate on the correlators obtained
through squaring:
Ps (τ ) =

1
K

K−1
X



1
L
k=0

(k+1)L−1

X
n=kL

2
rBB [n]s̃b (nTs − τ )e−j{2πfd nTs +φ}  .

(12)
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Codeless tracking of encrypted GNSS signals adopting a BOC modulation. An SLL is used to estimate the subcarrier

delay.

More specifically, three squaring correlators are computed in correspondence of the delays:



Early

 τ̂m − ds /2
τ=

τ̂m



 τ̂m + ds /2

Prompt

(13)

Late

where ds is the Early-minus-Late spacing and τ̂m is the best subcarrier delay estimate at the
mth processing epoch. The three aforementioned squaring correlators play the same role that
standard Early, Prompt and Late correlators play in standard Delay Lock Loops (DLLs). The
correlators are computed using the best signal frequency and phase estimates. In the following
the symbols Es , Ps and Ls are used to denote the Early, Prompt and Late squaring correlators.
Squaring correlators are used to compute the delay error that drives the SLL and the generation
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of the local subcarrier, s̃b (nTs − τ̂m ). The SLL discriminator and loop filter are standard elements
from conventional tracking loops.
The codeless PLL is from the literature [5] and is used to estimate the residual frequency and
phase error. It is noted that if frequency/phase estimates from OS signal components are available,
they can be used for aiding codeless processing as indicated in Fig. 1. A codeless squaring PLL
can be however required to estimate the residual phase offsets mentioned in Section I.
A. Passive Processing and Subcarrier Correlation Monitoring
It is noted that the architecture detailed above has been developed assuming that the signal
parameters in (9) are not available to the receiver. However, if other OS components are available,
it is possible to estimate τ0 and f0 from signals with a known PRN code. In this way, the
processing detailed in Fig. 1 can be significantly simplified. For example, the codeless SLL can
be removed and the generation of the local subcarrier can be slaved to the delay estimated from
OS signals.
If the phase relationship between encrypted and OS components is also known or the phase of
the encrypted signal is not required, then codeless processing can be performed in a completely
passive way. In this case, also the codeless PLL can be removed and local code and carrier
are generated using the parameters of the OS signals. The correlators, Ps (τ ), are computed in
a passive way and used for signal quality monitoring rather than as a source of independent
measurements as for the GPS L2 P(Y) signal.
A potential application of passive processing is shown in Fig. 2 where a bank of correlators is
used to reconstruct the subcarrier squared correlation function for different delays. In Appendix
I, it is shown that the mean of the squaring correlators is proportional to the squared subcarrier
correlation function. Thus, a bank of squaring correlators can be used for monitoring the subcarrier correlation function which, in turn, allows one to detect anomalies in the received signal.
The subcarrier correlation function is usually narrower than the correlation of OS signals and
allows the resolution of closer multipath rays.
Although the same multi-correlator configuration can be used when the parameters of the encrypted signal are actively estimated, passive processing significantly reduces the implementation
and computational complexity of the system. An example of the potentialities of this type of
approach is shown in Section V where real data, collected from one of the first Galileo IOV
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Multi-correlator configuration for monitoring the subcarrier correlation function.

satellites, are used to demonstrate the utility of the proposed technique.
B. Tracking Jitter
In this section, approximate expressions for the phase and subcarrier tracking jitter are provided. The tracking jitter quantifies the amount of noise transferred from the input signal to the
final phase/delay estimate and can be computed as [14]
σφ =

σd p
σd p
2Beq Tc =
2Beq KLTs
Gd
Gd

(14)

where σd is the standard deviation of the discriminator output, Beq is the loop equivalent
bandwidth and Tc = KLTs is the loop update interval. Gd is the discriminator gain defined
as
Gd =

∂E [S(φ)]
∂φ

(15)
φ=0
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where S(·) is the loop discriminator input-output function.
In the following, the same approach adopted by [5] for determining the tracking jitter of squaring
codeless PLLs is used for characterizing the performance of the SLL and PLL described above.
The PLL case is considered first.
For the derivation, the input noise in (9), ηBB [n], is assumed to be a zero mean complex white
Gaussian sequence with independent real and imaginary parts. The variance of the real and
imaginary parts of ηBB [n] is given by
1
σ 2 = N0 BRX
2

(16)

where N0 is the Power Spectral Density (PSD) of the input noise and BRX is the two-sided
receiver equivalent bandwidth. In the ideal case, BRX = fs .
In order to compute the tracking jitter for the codeless PLL, the results provided in [5] can be
exploited. More specifically, it is shown that, for a four-quadrant arctangent PLL, the normalized
standard deviation of the discriminator output is given by:
s
σd
1 Rs + 1
=
Gd
2
Rs2

(17)

where Rs is the post-coherent Signal-to-Noise Ratio (SNR) of the signal at the input of the
arctangent discriminator defined as
Rs =

|E [Ps ] |2
.
1
Var
{P
}
s
2

(18)

The factor 1/2 in (17) is due to the phase normalization applied at the output of the PLL as
shown in Fig. 1. Using an approach similar to that adopted by [5], it is possible to show:
|E [Ps ]|2 = C 2


8σ 2
σ2
Var {Ps } =
C+
≈
KL
L
C2
≈
Rs = 4σ2 
C + L1 σ 2
KL

8σ 4
KL2
1 KL2 C 2
.
4 σ4

Finally, the codeless PLL tracking jitter is given by:
s


2Beq Ts
4
σφ =
1+
.
LC 2 /σ 4
KL2 C 2 /σ 4

(19)

(20)
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Assuming an ideal front-end filter and σ 2 = N0 fs /2, (20) further simplifies to
v


u
u
u Beq
1


σφ = u
.
t  2 1 +  2
C
2 NC0 T
T
T
c
N0

(21)

Expression (21) is similar to the results provided in [5] for the standard squaring PLL. In this case,
however, the sampling interval, Ts is replaced by the subcarrier duration, T . The integration over
the subcarrier duration reduces the input noise and helps to improve the performance of the loop.

The tracking jitter of the SLL strongly depends on the type of discriminator adopted by the
loop. Approximate expressions for the tracking jitter for the coherent, quasi-coherent and noncoherent Early-minus-Late power discriminators [9] are provided in Table I. The proof for the
formulas is outlined in Appendix I.
The effect of front-end filtering has been neglected and
L−1

1X
s̃b (nTs )s̃b (nTs − τ )
Rsb (τ ) =
L n=0

(22)

∂Rsb (τ )
∂τ
denote the periodic subcarrier autocorrelation function and its derivative. σs2 is the normalized
Ṙsb (τ ) =

variance of the squaring correlators defined as
σs2



Var {Ps }
N0 BRX
N0 BRX
=
=8
1+
C2
C ·K ·L
C ·L

(23)

In Section IV, Monte Carlo simulations are used to support the validity of theoretical results
provided above.
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TABLE I
A PPROXIMATE EXPRESSIONS FOR THE SLL TRACKING JITTER FOR DIFFERENT DISCRIMINATOR TYPES .

Discriminator

Tracking Jitter
v
u σ 2 B T [1 − R2 (d )]
u s eq c
sb s
i2
t h
8 Ṙsb (ds /2)Rsb (ds /2)

Coherent
< {Es − Ls }

v
u σ 2 B T [1 − R2 (d )]
u s eq c
sb s
i2 (1 + σs2 )
t h
8 Ṙsb (ds /2)Rsb (ds /2)

Quasi-Coherent Dot Product
< {(Es − Ls ) Ps∗ }
Non-coherent
r
Early-minus-Late Power

2 B T [1−R2 (d )]
σs
eq c
sb s

8[Ṙsb (ds /2)Rsb (ds /2)]

|Es |2 − |Ls |2

2

h
i
1+R2 (ds )
1 + σs2 2R4 sb
(d /2)
sb

s

IV. S IMULATION R ESULTS
In this section, sample simulation results supporting the theoretical results developed in Section
III-B are provided. A system tracking a cosine BOC(15, 2.5) modulation and with the parameters
listed in Table II has been considered. The cosine BOC modulation was selected in order to mimic
the properties of the PRS E1a signal.
The PLL and SLL were considered separately. Perfect subcarrier and carrier synchronization
was assumed for the PLL and SLL simulation, respectively. The PLL case is considered in Fig.
3 where different equivalent loop bandwidths have been selected. As for the standard PLL case,
low Beq values better shield the loop against the input noise at the expense of a reduced reactivity
to phase dynamics. As expected and predicted by (20), the PLL performance improves as the
loop bandwidth is decreased. In the simulations, relatively low values of Beq have been selected.

TABLE II
PARAMETERS ADOPTED FOR THE EVALUATION OF THE TRACKING JITTER THROUGH SIMULATIONS .

Parameter

Value

Sampling frequency

fs = 50 MHz

Sampling type

Complex I/Q

Total integration time

200 ms

Signal type

BOCc(15, 2.5)
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Tc = 200 ms
0.6

Theory
Simulations

0.5

Tracking jitter [rad]

0.4
Beq = 4 Hz

Beq = 2 Hz
0.3

Beq = 1 Hz

0.2

0.1

0
38

Fig. 3.

39

40

41
42
C/N0 [dB-Hz]

43

44

45

Tracking jitter obtained for a second order codeless PLL. The vertical jumps in the curves obtained by simulations

indicate that the loop loses lock. The simulation parameters are reported in Table II.

This choice was dictated by the fact that stable tracking loops can be obtained only for Beq Tc
values lower than unity. Squaring causes a significant noise increase and long integrations (Tc
of the order of hundreds of ms) have to be adopted to enable loop operations. For this reason,
the largest equivalent bandwidth selected for the simulations was equal to 4 Hz. On the other
side, Doppler aiding from other OS signal components allows one to significantly reduce the
PLL bandwidth. When Doppler aiding is provided only small phase variations between OS and
encrypted components have to be tracked and thus the input signal dynamics are significantly
reduced.
A good agreement between theoretical and simulation results is noted in Fig. 3 for high Carrierto-Noise density power ratio (C/N0 ) values. For relatively low C/N0 values, the curves obtained

15

Beq = 0.6 Hz, ds = 0.3 slots, Tc = 200 ms
Theory
Simulations
1.2

Tracking jitter [m]

1
Coherent
0.8
Non-Coherent
0.6

Quasi-Coherent

0.4

0.2
37

Fig. 4.

38

39

40

41
C/N0 [dB-Hz]

42

43

44

45

Tracking jitter for a first order codeless SLL. Different discriminator types have been considered. The vertical jumps

in the curves obtained by simulations indicate that the loop loses lock. The simulation parameters are reported in Table II.

by simulations diverge. This is due to the fact that the PLL loses lock. Loss of lock is not modeled
by (20), which is based on the linear loop theory. With a total integration time, Tc , of 200 ms,
the PLL loses lock at C/N0 values around 40 dB-Hz.
The SLL performance is considered in Fig. 4. In this case, three different loop discriminators
(coherent, quasi-coherent and non-coherent Early-minus-Late power) have been considered. The
Early-minus-Late spacing, ds , has been set equal to 0.3 slots where the unit of ‘slot’ is defined
as one half period of the periodic subcarrier, s̃b (t). As expected the loop performance improves
when moving from the non-coherent to the coherent discriminator. Also in this case, a good
agreement between theoretical and simulation results is found, supporting the validity of the
findings provided in Section III-B. From Fig. 4, it emerges that, with the parameters adopted for
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the simulations, the SLL loses lock for C/N0 values around 39 dB-Hz. Also in this case, loss
of lock is not accounted for by the theoretical formulas provided in Table I.
V. E XPERIMENTAL R ESULTS
In order to support the feasibility and show the potentiality of the techniques detailed above,
real Galileo data broadcast by the first IOV PRN 11 element have been collected and processed
with a software receiver developed in MATLAB. For the data collection, a National Instruments
(NI) PXIe-5663 vector signal analyzer was used. The NI data acquisition board was configured
according to the parameters listed in Table III where a sampling frequency large enough to
capture the full E1 interplex modulation [13] was selected. The code of the E1a component of
the interplex modulation is not public and codeless processing was tested on this signal. The E1b
and E1c components are OS and were used either for aiding codeless processing, as indicated in
Fig. 1, or for implementing the passive architecture depicted in Fig. 2. The E1a signal has first
been processed using the squaring SLL/PLL detailed in Section III. Sample tracking results are
shown in Fig. 5 where the absolute values of the Prompt, Early and Late squaring correlators
are depicted as a function of time. A total integration time Tc = 200 ms was used along with
first order carrier and subcarrier loops with 0.5 Hz bandwidths. Carrier and subcarrier aiding
significantly reduced the effective signal dynamics allowing the use of narrow bandwidths and
the adoption of first order loops. The proposed codeless architecture is able to maintain lock
on the E1a signal and the Early and Late squaring correlators are correctly aligned during the
entire duration of the test.

TABLE III
PARAMETERS USED FOR THE COLLECTION OF G ALILEO E1 A DATA .

Parameter

Value

Sampling frequency

fs = 40 MHz

Signals

Galileo E1

Signal centre frequency

1575.42 MHz

Intermediate frequency

0 Hz

Sample type

Complex I/Q

Bits per sample

16

17

Tc = 200 ms
3000
Prompt
Early
Late

Abs - Correlator Output
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2000
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500

0
0

100

200

300

400
Time [s]

500

600

700

800

Fig. 5. Absolute values of the Prompt, Early and Late squaring correlators as a function of time. The squaring correlators have
been obtained by processing the Galileo E1a signal collected from the IOV PRN 11.

Additional tests have been conducted using the multi-correlator architecture described in
Section III-A. More specifically, a bank of 21 passive squaring correlators has been used to
monitor the subcarrier correlation as a function of the local subcarrier delay. Sample results are
shown in Fig. 6 where the time evolution of the subcarrier squared correlation is shown. The
Galileo E1a data have been processed using a total integration time equal to 1 s. As expected no
significant distortions are observed. This reflects the fact that data have been collected in a clear
sky environment. In Fig. 7, the estimated correlation is compared with its theoretical counterpart,
which has been obtained as the squared correlation between a filtered periodic subcarrier with an
ideal subcarrier. Filtering was implemented using a 10th order Butterworth filter with a 20 MHz
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Fig. 6.

Subcarrier squared correlation estimated as a function of time and subcarrier delay. A bank of 21 passive correlators

has been used for the processing. The total integration time was set to 1 s.

cut-off frequency and was adopted to mimic the effect of the front-end filter. The good agreement
between theoretical and empirical results shows the effectiveness of the multi-correlator approach
proposed for monitoring the quality of the signal subcarrier.

Finally, the proposed passive architecture was used to analyze the squared subcarrier correlation function in the presence of wideband interference. In [10], the impact of the LightSquare
Long Term Evolution (LTE) signal [7] on the Galileo E1b/c OS components has been assessed.
A similar analysis has been performed here on the Galileo PRS signal using codeless processing.
Clear-sky Galileo PRS samples have been collected from the Galileo IOV PRN 11 and used as
baseline. The collected signals have then been played back in an anechoic chamber along with a
synthetic LightSquared signal the power of which was progressively increased. The distortions

Normalized squared subcarrier correlation
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Fig. 7.

Theoretical
Measured

1

-0.5

0
Subcarrier delay [slots]

0.5

1

Comparison between the subcarrier squared correlation estimated using the multi-correlator architecture depicted in

Fig. 2 and its theoretical counterpart. The unit ‘slot’ is defined as one half period of the periodic subcarrier s̃b (t).

caused by the LightSquared signal on the PRS subcarrier correlation function are shown in Fig. 8
where a set of 21 passive correlators was used for the analysis. From Fig. 8, it emerges that after
about 100 s from the start of the dataset the LightSquared components leaking into the L1 band
overpower the much weaker Galileo signal. In this case, it is no longer possible to distinguish
the subcarrier correlation function since it is severely distorted. The degradation caused by the
LightSquared signal has been evaluated in terms of C/N0 loss in [6].
These results support the effectiveness of the proposed codeless framework that can be used for
assessing the vulnerability of encrypted GNSS signals to different interference sources.
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Fig. 8. Subcarrier squared correlation estimated as a function of time and subcarrier delay. A bank of 21 passive correlators has
been used for the processing. The total integration time was set to 1s. The input signal is corrupted by a wideband LightSquared
interference leaking into the L1 frequency. The interference power is increased as a function of time.

VI. C ONCLUSIONS
In this paper, codeless techniques for the processing of BOC modulated GNSS signals have
been considered. The use of a codeless SLL has been suggested to recover the BOC subcarrier
and perform coherent integration over the duration of the subcarrier. This process reduces the
impact of the input noise and improves the loop performance with respect to a pure squaring
approach. The proposed architecture was then simplified to exploit the information extracted from
OS signals broadcast along with the encrypted component. In this way, codeless correlators can
be passively computed and used for analyzing the quality of encrypted signals. In this respect, a
multi-correlator architecture was also proposed and used to monitor the squared correlation of the
signal subcarrier. Monitoring the subcarrier correlation function allows one to detect anomalies
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in the received signals such as multipath and other signal distortions. The performance of the
suggested codeless architecture has been thoroughly analyzed and approximate expressions for
the tracking jitter have been provided. Results obtained using Monte Carlo simulations support
the validity of the developed theory. Finally, tests performed using live Galileo signals confirmed
the effectiveness of the proposed codeless framework and demonstrated its use for the analysis
and monitoring of encrypted BOC modulated signals.
A PPENDIX I
C ODELESS SLL T RACKING J ITTER
In this appendix, the proof of the tracking jitter formulas provided in Table I is briefly outlined.
Only the case of the coherent discriminator is completely analyzed since the expressions for the
quasi-coherent dot product and non-coherent Early-minus-Late Power can be determined using
a similar approach.
In order to determine the tracking jitter (14), it is necessary to evaluate the discriminator gain,
Gd , and variance, σd2 . The mean of the squaring correlators is given by

2 
(k+1)L−1
K−1


X
X
1
1
E 
rBB [n]s̃b (nTs − τ )e−j{2πfd nTs +φ} 
E {Ps (τ )} =

K k=0  L n=kL
=

1
L2

L−1 X
L−1
X

(24)

E {rBB [n]rBB [m]} s̃b (nTs − τ )s̃b (mTs − τ )e−j{2πfd (n+m)Ts +2φ}

n=0 m=0

Since the only non-zero mean term in rBB [n]rBB [m] is the product of the signal components, it
is possible to express E {rBB [n]rBB [m]} as
E {rBB [n]rBB [m]} = CxBP SK (nTs − τ0 )xBP SK (mTs − τ0 )
(25)
· s̃b (nTs − τ0 )s̃b (mTs − τ0 ) exp {j2πf0 (n + m)Ts + j2ϕ} .
Assuming perfect frequency synchronization, i.e. fd = f0 , and exploiting (25), (24) becomes
L−1 L−1
1 XX
xBP SK (nTs − τ0 )xBP SK (mTs − τ0 )s̃b (nTs − τ0 )s̃b (mTs − τ0 )
E {Ps (τ )} = C 2
L n=0 m=0

· s̃b (nTs − τ )s̃b (mTs − τ )ej2(ϕ−φ)
L−1
L−1
1X
1X
=C
s̃b (nTs − τ0 )s̃b (nTs − τ )
s̃b (mTs − τ0 )s̃b (mTs − τ )ej2(ϕ−φ)
L n=0
L m=0
2
= CRsb
(τ − τ0 )ej2(ϕ−φ) .

(26)
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where Rsb (·) is the periodic subcarrier correlation function. In (26), the fact that xBP SK (nTs −
τ0 ) can be considered constant over the subcarrier duration has been exploited. The output of
the squaring correlators is thus, in the mean, proportional to the squared subcarrier correlation
function.
It is noted that (26) neglects the impact of front-end filtering. This effect can be easily accounted
for by replacing Rsb (·) with the cross-correlation between the filtered and locally generated
subcarriers. This fact clearly emerges from the results presented in Section V.
When using the coherent discriminator, perfect phase synchronization is also assumed and
2
E {Ps (τ )} = CRsb
(τ − τ0 ).

(27)

Using (27), it is finally possible to compute the discriminator gain for the coherent discriminator

∂ 
2
2
CRsb
(∆τ − ds /2) − CRsb
(∆τ + ds /2) ∆τ =0
Gd =
∂∆τ
(28)
= −4C Ṙsb (ds /2)Rsb (ds /2).
The discriminator variance is given by
1
1
σd2 = Var {< {Es − Ls }} = Var {Es − Ls } = [Var {Es } + Var {Ls } − 2Cov {Es , Ls }]
2
2
(29)


2
= Var {Ps } 1 − Rsb (ds )
where the fact that all the squaring correlators have the same variance, Var {Ps }, has been
exploited. Var {Ps } is defined in (19) whereas the correlation coefficient between two squaring
2
correlators can be approximated by Rsb
(ds ).

Finally, using (28) and (29) it is possible to compute the tracking jitter
v
u 2B T Var {P } [1 − R2 (d )]
eq c
s
sb s
στ = u
h
i2
t
16 C Ṙsb (ds /2)Rsb (ds /2)
v
u σ 2 B T [1 − R2 (d )]
s eq c
sb s
=u
i2
t h
8 Ṙsb (ds /2)Rsb (ds /2)

(30)

where σs2 is the normalized squaring correlator variance defined by (23).
The formulas for the quasi-coherent dot product and non-coherent Early-minus-Late Power can
be determined using a similar approach. Alternatively, the formulas in Table I can be directly
obtained using the results reported in [2](Appendix A) for code tracking. In this case, the noise
and signal correlation functions defined in [2] have to be replaced by the squared subcarrier
2
correlation function, Rsb
(·).
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